RECEIVED

ATTORNEY GENERAL OF OHIO

IN THE MATTER OF ADOBE s MAY 15 2019
SYSTEMS INC.

j CONSUMER PROTECTION SECTION
; PUBLIC INSPECTION FILE

ASSURANCE OF VOLUNTARY COMPLIANCE

This Assurance of Voluntary Compliance' is entered into by the Attorneys General of
Connecticut,” Arkansas, lHlinois, Indiana, Kentucky, Marvland, Massachusetts, Missouri,
Minnesota, Mississippt, North Caroling, Ohio, Oregon, Pennsylvania and Vermont (hereinafler
collectively referred 1o as the “Atforneys General”y and Adobe Systems Inc. {(“Adebe” and
wogether with the Attornevs General, the “Parties™ to resolve the Altormeys General's
investigation into the unauthorized asceess o certain Adobe servers, including servers containing
personal information reiating to approximately 334.000 residents of the States represented by the
Attornevs General, identified in September 2013, In consideration of their mutval agreements (o
the terms of this Assurance, and such other consideration as described herein, the sufficiency of
which ig hereby acknowledged, the Parties hereby agree as follows:

DEFINITIONS

For the purposes of this Assurance, the following definitions shall apply:

1. “Assurance” shall mean this Assurance of Veluntary Compliance.
2. “Breach of security” shall have the samie meaning as that torm, or equivalent

terms, are defined in the breach notification laws cited in Attachment A.

P This Assursnes of Voluntary Compliznce shall, for all necessary purposes, also be considered an Assurance of
Discontinuance,

* For ease of reference. this entive groep wili be reforred 1o collectively berein as the “Attomeys General” or
“Attorney CGeneral” Such designazions, however, as they perfain to Connectiou, shall refer 1o the
etivn,

individuaily ¢
Connection Commissioner of Consuner Pro




3. “Consumer Protection Statutes” shall wean the unfair and deceptive trade

nractices acts listed in Atachment B.

“Lifective Date™ shali be November &, 210

4

(]

ersonal Information™ for purposes of this AVC, shall include: () the dats

slements in the definitions as set forth in the breach notification siatuies hsted in Atlachment A

sy wsd Personsl

Information Saleguards Statutes listed in Atiachment B In the ashsence ol an appiicable
siatutory definition, “Personal Information” shall mean an individual’s $irst name and iast name
or first initial and last name 1 combination with any one or niore of the following data elements
that relete 1o such individual: {(a) Social Sccurity number; (b driver’s Hicense number; (¢} state-
issued rdentification card number; or (d) financial account number, credit or debit card number,
i combination with any required security code. access code or password that would permit
access 1o an individual's financial account,

6. “Personal Information Safeguards Statutes” shall mean the personal information
protection acts or regulations lsted in Attachment B, as amended from time to tine.

BACKGROUND

7. Gn September 17, 2013, Adobe received an zlenn that one of irs application
server’s hard drive was nearing capacity. o responding 1o the alert. Adobe learned that an
unauthorized atlempi was being made o decrypt encrypied customer payment card numbers
dntained on o subleot application sarver.  Adobe onded the decryption process,

disconnected the subject upphlication servor frar the perwork, and began an investigation.

8. Adobe’s subszguent mnvestipenion into the attack reveaied that one or more

upauthorized partivs (e “atizcked) had compromised e public-facing web server and used this

N



web server (0 access other servers on Adebe’s network, The attacker ultimately stole data from
Adobe’s network,
3 Specifically, as a resuli of the anack, the artacker was able to steal the following

0 cenain Adobe customers:  {a) names: (b} addresses and

&

types of information relating

X

telephone numbers: (©) usernames {Adobe [Ds); (d) e-mail addresses; (g) encrypted passwords
associated with Adobe 1Ds {a limited number of unencrypted passwwords may have been stolen
as well);, () plain text password hints; and (g) encrvpted payment card numbers and payment
card expiration dates.
ATTORNEYS GENERAL'S POSITION

o Asset forth above, the attacker was able o gein zecess o Persenal Information
after gaining access to 2 public-facing Adobe server.

T It is the Attorneys General’s position that Adobe did not employ reasonzble
security measures 0 protect its systems and Personal Information on them from an antack thai
originaled ai the public-facing server. In the Attorneys General’s view. the risk of unauthorized

ceess through the public-tacing server was reasonably foreseeable.

o

12, Further. as set forth above, the attacker was able to exiilirate Persenal Information
from Adobe’s server, without immediate detection by Adcbe.

1300 Tt s the Attorneys General's posiiion thay Adobe did not employ reasonable
measures 10 promptly detect and respond to unauthorized activity within its system and may not
have had reasonable measures in place to prevent the vnauthorized exfiltraiion of Personal
Information from its system.

B4, It is also the Atorneys General's position that Adobe’s conduct, as deseribed
above. wus 1 contravention of Adobe’s representutions to consumers that 1t would teke

reasonabio sieps o motect Porsonal Informaion.



Itis also the Atomeys General s pesivon that Adobe’s conduct, as descriped

L

above, was in vinlation ot the Consumer Profeciion Swatutes and Personal Information
Safeguards Swruies,
ADOBE’S RESPORSE TO ATTORNEYS GENERAL’S POSITION

16, Adobe denies the Attomevs General s assertions as sct forth 1o paragraphs 11

17, Adobe’'s investigation found no evidence that decrypled payment card numbers
were ever exfiitrated from itg systems.

I8 Adobe has reported to the Auerneys General that it has taken vanous remedia
steps in response w the breach. wcluding, but not Hmited to

p enforcing two-factor authentication on affected servers:

o]

(b) removing enerypted customer passwords from the affecied servers;
i} moving microsites 1o commercially evaiiohle services that de not have aceess to
Adobe’s Corporate network and decommissioning the affected server that

previously hosted the microsites;

(d) sewting up additiona!l moenitoring alerts:

¢} implementing additional network sensors;

{1y implementing certain network blocks for indicators of compromise:

(2} resetung all administrative passwords in the affected environments:

P Hiose 4 o g--gm’cf BOCORS &Y Cortain aorvers
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() imeredsing mwonmiionag on servers contcining and processing CUSIOMET 8CCONN

information; and



() implementing tokenization for all payment card numbers processed using the
Adobe.com merchant ID.

19.  Inaddition, Adobe has reser all passwords for customers that had their Adobe IDs
and passwords exhitrated.

ASSURANCES

20, Adobe shali comply with the Censumer Protection and Personal Information
Safeguards Stawtes listed on Attachment B in conpection with iis collection, maintenance and
safeguarding of consumers” Personal Infonnation. and maintain reasonable security pulicies and
procadures designed to protect Personal Information.

21, Adobe shall not make any representations that have the capacity, tendency or
effect of deceiving or misteading consumers in connection with the safeguarding of Persona!
Information.

22, Adobe shall: (a) umely nouty residents of cach Attorney General’s steie of any
future breach of security involving the unauthorized access to or acquisition of Personal
Information 1o the extent required by the breach notification laws listed in Attachmen: A; and
(b) tumely notfy each Attorney General's Office of any future breach of security invoiving the
unauthorized access to or acquisition of Personal Information 1o the extemt required by the
breach notification faws listed in Attachment A,

23 Adobe shall, at least twice annually, review s existing internal security pelicies
and procedures regarding the safeguarding of Personal Information, and, where the review
resulls in a determination by Ad that it is necessary, promptly amend such policies and
procedures to further protect the security of Persenal Information.

24, Adobe shali provide o the Office of the Connecticut Auomey General an audit

report prepared by an independent third party auditor during the four (4) month period






30, Adobe shali. at least annually. main relevant emplovees regarding its security
policies. The training required under this paragraph and any policles or maswerials created in
connection (herewith shall be regularly reviewed wsad updated in combination with the
requirements of paragraphs 23 through 29.

31, Adobe shall provide the Attomeys General with a certification of its compliance
with paragraphs 23 through 30 after the Effective Date of this Assurance. The certification shall
describe the pelicies or practices implemented. or that remain it place. establishing Adobe’s

compliance with the requirements contained in paragraphs 23 through 30, The Audit Report

[

that Adobe shall provide pursuant to paragraph 24 of this Assurance, as weli as the conditions
described in paragraph 24 pertaining to such Audit Report, may constiwde the certification of
compliznee and the obligations of compliance for purposes of this paregraph if 1 describes
Adobe’s policies or practices that comply with the reguirements contained in paragraphs 23

through 30.

PAYMENT TGO THE STATES

N}

Adobe shall pay a total of $1.006,000.00 (One Million Dollars) to the Attomeys
General. Said pavmpent shall be divided and paid by Adobe dircetly 10 cech of the Attomeys
General in an amount to be designated by the Attorneys Gereral and communicated to Adobe
by the Connecticut Attorney Genernl,  Bach of the Anorneys General agrees that the
Connectieut Attormney Generzal has the autherity to designate such amouwnt 1o be paid by Adobe
to each Attorney Genersl und to provide Adobe with instructions for the paviments to be
distributed under tais paragreph. Payment shall be mude no later than thirty (30) days afier the
Fifective Date and receipt of such pavment instructions by Adobe {rom the Connecticur

¥

hat where state law reguires judicial or cther approval of the

£

Auorney General, except



Assurance, payment shall be made no lawer than thivty (305 davs after notice fram the relevunt

Attomney General that such final approval for the Assurance has been secured.

(VS

Said puvment shall be used by the Attorneys General for such purposes that may
include, but are not hmmited 1o auomeys” fees anc other costs of investigation, or 1o be placed in.

or applied fo, the consumer protection law enforcement fund. including future consumer
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profecticn or privacy onfireoman, eonsumer sducaion.
revolving fund, used 1o defray the costs of the inguiry leading hereto, or tor other uses permitied
by state law, ui the sole discretion of the Allomeys Geneeal.

KELEASE

[
I

Following {ull pavment of the amounts due under this Assurance, the Attorneys

1
i

completely ruelease and ascharge Adobe from all civil claims tha

o

Generat shall fully an
Attormeys General could have brought under the Consumer Protecton and Personal Information
Safeguards Statutes based on Adobe™s conduct set Lorth 1 paragrapas 7 through 13, Nothing
contained in this paragraph shall be construed 1o limit the ability of the Anormeys General
enforce the obligations that Adobe and its officers, agents, servants and employees acling on
sh

their behalll huve under this Assurance. Furnther, nothing in this Assurance shall be conspued o

create, walve or Hmit any private right of action.

350 Notwithsianding any term of this Assursnce, any und all of the following forms of

T -

babilivy are specifically reserved and excluded from the release i paragraph 34 as w0 any entiny

or person, inciuding U

(a Any onmiaal ability that any person or epiiny, including Adcbe, hos of taay have
1o the States.

h Any oivil or admidnistrative lebihity that any person of entity, including Adobe,

s e inay Byt Yo W ary Siainte. o e orisbs e PoN
AV OF mAayv have o the Mo under any statale, regu dation or rike not ’*\.;‘Qms)



covered by the release 1 paregraph 34 above, mcluding but not Eomuted to, any
and all of the following cluims: () State or federal antitrust violations: (i) State or
federal securities viclations; (i) State insurance law violations; or (iv) Swate or
federal tax claims.
POTENTIAL CONSEQUENCES (OF NONCOMPLIANCE
36, Adobe represents that it hes fully read and understood this Assurance andd
understands the legal consequences involved in signing this Assurance. Adobe expressly
understends that any viclation of this Agsurance may result in any signatory Atwerney General
seeking all available rehief to enforce this Assurance. including an yjunction, civil penalties.
court and mvestigative costs, attorneys” fees, restitution, and any other mechamsm provided by
the laws of the state or authorized by a court.
GENERAL PROVISIONS
37.  Any failure of the Atorneys Qeneral 1o exercise any of their rights under this
Assurance shall not constitute g waiver of their rights hereunder.

38, Mike Dillon. as General Counsel of Adobe, hereby states that he 1s authorized 10
enier o and execute tus Assurance of Volunwey Compliance.  Adobe is and has been
represented by legal counsel and has been advised by its legal counsel of the meaning and effect
of this Assurance.

39, This Assurance shall bind Adobe hereto and iis agenis, employees, successors,
and assigns.

44, Adobe shall deliver @ copy of this Assurance io, or otherwise fullv apprise, its
executive management having decision-making autherity with respect to the subject mater of

this Assurance within thirty (30) davs of the Effective Date.



asserts thar the  Auwdlt Report connains  confidential commercial
information, confidental financial information andfor rade secrat d the Antornevs General
who receive the Audit Report, whether trom Adobe or another Attermey Generul,
the extont permitied under the laws of the States, treet the Audiy
exempr from disclosure under th

¢ relevant pudlic

SCOTES JAWS,

P I Averrenee ung
Adobe and the Atwornevs Geners! in pood 1aith and lor sedlement purposes

havew sruieria

kim0 v

only. end noe
evidence of negotaucns or communicalions underiying this Assyrance shail be offered or
ived n evidence in any aclion

s provecding for any purpo

i

43 To the extent shig Assarance s Hied in any O« Adobe warves notice and
1o of process [ur the filing, and such Cournt reta

ms Jurisdiction over 1ls Assurance end the
P

ties hereto for the purpose of enforcing und moedifving this Assurance and for the purp

granting such additional relief as may be necessary and appropriate. N
terms of 1his Assurance shall be velid or binding widess made 1n writing, signed by the parties,
and opproved by any Court in which the Assurance 5 filed, and then only to the extent
specifically set forth in such g Court™s Order. The Farsties may agree in vrting, through counsel,
to an extension of eny ume period in this Assurence without 2 court order
44, To the extent

11 ki Assurance i

4 bo approved by ooy Ol Adobe ¢
object 1o the Atio

ST

dobe daes not
rnoy General’s ex parte submission and preseptation of this Assurance 1o he
Ceurt. dees not obiect w the Courts annroval of 1his and does not ohiect ty the entry
of thiz Assurance oy the clerk o1 1l

e Conrt i1 entry I8 renured.

cxecute and deliver all

authonzations, documents  and
s SEary L0 Ccarty oul the terms and condiii

s of this Assurance



46 Nothing i this Assurance shad be construed as relieving Adobe of its obligation

to comply with all state and federal fows. regudations or roles, Or &8 granfing pormussion (o
engage in any acts of praciices prohibited by such law, repulation or rule,

a7. I'his Assurance does not consuiute an approval by the Attemeys General of an
of Adobe’s pust, present or future business acts and practices.

A8 This Assurance sers fonh all of ine promises, covenants. agreements, conditions
andd understandings between the Pavties. and supersedes all paor and comemporaneous

agreements, understandings, inducements or conditions, expressed o implled, except for these

ided by Adobe w the Attomeys

relating o the contidentiality of documents end infounation pro
Genersl in connection with their investigation of this mutter. There are ne represemations.
arrangemeniy, or understandings, orad or Vit petween the Partivs relating © the subjecy

matter of this Assurance that are not fully expressed hereln or attached herero. Bach panty

ig execuled without reliance upon any stalement or

specifically warrants that this

,.

representation by any other parly hereto. except as expiossiv studed hereim,

49, any portion of this Assurance is held valid by eperavon of law, the remaining

terins of s Assurance shall not ve affecied and shall remais in full {oree and efie

’w

:»3:(

Nothing in this Assurance shall be copsirued to walve, limit, or expand anvy claim
fos 2 o

of soverergn immunity the Atorneys General may have m any action or preceedn

5t This Assurance may be enforeed only by the Partics hereto. Nathing in this

Assuranee she
any provision of
nurty beneficiary of 1his Assurance. Nothing in this rance shaldl be construed to atfect, hmit

after or assist any private right of action thet 4 cossumer may held wgaingt Adobe, nor shall



conswmer standing (o pursue any privite right of

anvihiing in this Assurance conier upon any
actlon aganst Adobe,

52, The obligations and provisions of this Assurance set forth in paragraphs 23, 25,
26 and 30 shall expire at the conclusion ol the five (5) year period after the Effecuve Date of this
Assurance, uniess they have expired st an cartier date pursuant to their specific terms. Provided,
aph shodid be consiraed or anplivd W excuse Adobe from s

howeser that nothing in thie naragrs ,

obligation to comply with all applicable siate und federa] laws, regulations, and rules,

execuied in counterpans and by different signatories on
separate counterparts, cach of which shall constwute an original countespart hereof and all of
which wogether shafl constiiute one and the same document. One or more counterparts may be
delivered by facsimile or electronic ugnsmission or u copy thercol with the intent that it or they
shall consuste an original counterpart hereof.

WHEREFORE. the fullowing signatures are affixed heveto:



ADOBE SYSTENS. IN

MIKE DITLON
General Counsel

By ;’!”Q [L} z{r\ Pate 1O - §§{Qy
f\‘fl- ¢ Ditton
General Counsel
Adobe Systems, Ine,
345 Parl Ave
San jose, CA 95110
{408y 536-6934







IN THE MATTER OF ADOBE
SYSTEMS (NC.
Assurance of Voluntary Compiiance

LESLIE RUTLEDGE
Attorney General

8y:

Date:

WM

o

peged) Gohson ZArk. Bar No. 92223
Assistant Attorney General

Office of the Arkansas Attorney General
323 Center Street, Suite 500

Littie Rock, Arkansas 72201

Phone: {501) 682-8062

Email: peggy.ichnson@arkansasag.gov

/- 7L




PECPLE OF THE STATE OF ILLINQIS

By:  LISA MADIGAN
ATTORNEY GENERAL OF (LLINOIS
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PE LTS e [
Matthew W. Van Hise, CIPP/US
Assistant Attorney General
Consumer Privacy Counse!l
Consumer Fraud Bureau

B\/I : '1 At ‘
Yangsu AMKim
Assistant Atterney General
Consumer Fraud Bureau

-
ot I
3
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H

By: Llvypdpnid
Elizabeth A. Blackston
Assistant Attorney General
Bureau Chief
Consumer Fraud Bureau, Southern Region

LISA MADIGAN
(Hingis Attorney General

MATTHEW W. VAN HISE
YANGSU A, KiM

ELIZABETH A. BLACKSTON
Assistant Attorneys General
Consumer Fraud Bureau
500 South Second Street
Springfield, liinois 62706




STATE OF INDIANA

GREGORY ZOELLER

Attorney General

Byzmw Duge: ! /7/&0\«\{9
Ernéni Magalh#es

Deputy Attorney General
302 West Washington Street
Indianapolis, IN 46204



IN THE MATTER OF ADOBE SYSTEMS INC.

ASSURANCE OF VOLUNTARY COMPLIANCE

ANDY BESHEAR
KENTUCKY ATTORNEY GENERAL

i

P

/‘; ’

By Soge o Date:

KEVIN R WINSTEAD

Assisiant Attarney General

Office of the Kentucky Attorney General
Office of Consumer Protecticn

1024 Capital Center Dirive, # 200
Frankfon, Kentucky 40501

Phone: (302) §96-5300

Fax: {502y §73-8317

kevin.winstead @ky.gov




STATE OF MASSACHUSETTS

MAURA HEALEY
Attorney General

By, o Iy Date:
“"Sara Cable

Director of Data Privacy & Security
Assistant Attorney General
Consumer Protection Diviston

One Ashburton Place

Boston, MA 02108

{617y 727-2200
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Agreed to this 8" day of November, 2016, by:

BRIAN E. FROSH
Attorney General of Maryland

I icfzmd{” Trumka Jr.

Assistant Attorney General

Maryland Office of the Attorney General
200 St. Paul Place Baltimore, MD 21202
T: (410) 576-6957 F: (410) 576-6566
rtrumka@oag.state.md.us




STATE OF MINNESOTA

LORI SWANSON

Attorney General
oA (A
By: 9‘“\/‘? Date: 7“{‘“’" - o1l

David Cullen

Assistant Attorney General

445 Minnesota Street, Suite 1200
St. Paul, MN 55101-2130

(651) 757-1221




STATE OF MISSOURI

Chris Koster -~
Attorney General? .
: { .

By:

Joseph P. Bindbeutel

Chief Counsel, Consumer Protection
P.O. Box 899

Fefferson City, Missouri 65109
7R T8

Joseph.Bindbeutel@ago.mo.gov

Date:
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Allc

By:
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2 OF MISSISSIPPI

HOQD | A
7§ b?fllal&& J /“E{“”\. j
’}/ -~ J\.f" /7 '}:Mf;z T } 7 \}
uystal Utley Si‘:/ccyz } - {
ecial Assistant Atterney General
Consumer Protection Division
Office of the Attorney General
ist Office Box 22947
Jackson, Mississippt 39225
11-359-4213




Dated: November 8, 2016

NORTH CAROLINA

Roy Cooper
ATTORNEY GENERAL

NGV

Kimberley A. JAruda

Special Deputy Attorney General
North Carolina Dept. of Justice
Consumer Protection Division
114 West Edenton Strect
Raleigh, NC 27603



STATE OF OHIO

MIKE DeWINE
Attorney General

By:
Melissa Smith
i 1or Assistant Attorney General
30 E. Broad Street, Floor 14
Columbus, OH 43215
+ 4)466-6112

Bf’( : Mg Y *‘f;é e 2"1@4‘1&“%,’;1‘“%%‘ 5"’ %W‘/.
1 chael Ziegled 3
Principal Assistant Attorney General
30 E. Broad Street, Floor 14
Columbus, OH 43215
(614) 466-1305

Date: H@hﬁ,

Date: l | 8’“@?




1 In the matter of

ADOBE SYSTEMS INC.
3
T
4 Dated: November 72016,
5
6 ELTEN F. ROSENBLUM
7 S Atterney General of Oregon
8
9 /_’,7 3 /«’f/ - //)
10 Eva Novick, OSB #044294
Assistant Attorney General
i1 - Oregon Department of Justice
100 Market Street
12 Portland, OR 97201
Phone: (971) 673-1880
13 Fax: (971) 673-1884
eva.h.novick@doj.state.or.us
14 Appearance in Oregon only
15
16
17 APPROVAL BY COURT
18 APPROVED FOR FILING this __ day of . 2016.
19
Circuit Court Judge
20
21
22
23
24
25

26 pM7725029
ASSURANCE OF VOLUNTARY COMPLIANCE

DEPARTMENT OF JUSTICE
160 Market Street
Porttand, OR 97201
Phone: (971) 6731880/ Fax: (37) 673-1884



For the Petitioner:

COMMONWEALTH OF PENNSYLVANIA

BRUCER. BEEMER
ATTORNEY GENERAL
/ ) N s
) T i/ [ETE S B
Date: /[0 é"/:’ le i By: ll ijéé ;l ;U /J{,@\%’?v«g
oo Nieole R, DiTomo

Deputy Attorney General

PA Attorney I.D. No. 315325

Bureau of Consumer Protection

15" Fioor, Strawberry Square
Harrisburg, Pennsylvania 17120
Telephone: (717) 705-6559
Facsimile: (717) 705-3795 .

Email: pditomo/@attorneypenersl.gov

11



IN THE MATTER OF ADOBE SYSTEMS INC.
ASSURANCE OF VOLUNTARY COMPLIANCE

STATE OF VERMONT

WII [A\/I H. SORRELL
AT Y {Jir‘ﬁERAl

{ ?{pt%./w"‘““"‘“ Date: 11{7(10\6
yan Kriger

ssistant Atterney General
109 State St.

lontpelier, Vermont, 05609
(802) 828-3170



ATTACHMENT 4

Breach Notification Statute

Conneciiout

Breach of

Security re Com ;zztfmmd Data Comalning Personal

Information, Conn. Gen. Stat. § 36:-701h

£ ransas

Arkansas Persona! Information Protection Act, Ark. Code Amn. §§ 4-

“110-101 through 4-110-108

Hiinois Hith ms Personal Information Protection Act, 815 i1, Camp. Stat
53078 e seq.

indiana Disclosure of Security B;a’:’* ‘h Act, Indizna Code article 24-4.9

Kentuuky Kentucky Revised Statute § 365.732.

Maryland | Maryiand Personal Information Protection Act, Md. Code Ann.,

Com. Law §§ 14-3501 through 14-3508 (2013 Repl. Vol

N ssachuselts

Mass. Gen. Laws Ch. 93H

A mnesota

Minnesota Daia Breach Notification Statuie, Mimn. Stat. § 325.E.61.

Mississippi

Miss. Code Ann. § 75-24-29

Missourt

s Section 407.1500, R&Mo.

North Carobina

- North Carolina Identity Thefi P
; security breaches, N.C. (en,

on Act, Protection from
Stat. § 75-63

Ohio ¢ Private disclosure of security breach of computerized personal
Cinformation data, Obio RUCL 134819 et seq.

Oregon i Oregon Consumer Identity Theft Protection Act, ORS 6464600, ¢f
|

Y445




State

Breach Notification Stgiute

Pennsyvivania

Pennsylvania’s Breach of Personal Information Notification Act, 73

BS.§ 2300, er seg.

Vermont

Vermont Security Breach Notice Act, 9 V.5 A 8§ 2430-2433
3 ; R










