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ASSURAl'\CE OF VOLUNTARY COMPLIANCE 

This Assurance of Voluntary Compliance' is entered into by the Attorneys General of 

Connecticut,2 Arkansas, Illinois, Indiana, Kentucky, Maryland, Massachusetts, Missouri, 

Minm:sota, Mississippi, North Carolina, Ohio, Oregon, Pennsylva."lia and Vermont (hereinafter 

collectively referred to as the "Attorneys General") and Adob~ Systems Inc. (''Adobe" and 

wgether ·with the Attorneys General, the ''Parties") to resolve the Attorneys General's 

investigation into the unauthorized access to certain Adobe servers. including servers containing 

personal intom1ation relating to approximately 534.000 residents of the States represented by the 

Attorneys Genera] , identified in September 2013. In consideration of their mutual agreements lo 

t.~e terms of this Assurance, and such other consideration as described herein, the sufficiency of 

which is hereby acknowledged, the Parties hereby agree as follows: 

I>EHNlTIONS 

For the purposes of this Assurance, the follovving definitions shall apply: 

1. "Assurance" shall mean this Assurance of Voluntary Compliance. 

2. "Breach of security" shall have the same meaning as that term, or equivalent 

tenns, are defined in the breach notification laws cited in Attachment A. 

1 This Assurance of Voluntary Compliance shait. for all necessary purposes. also be considered 8!1 Assurance of 
Discontinuance. 
2 for ease of referenct>, this entire group v.-il l be reterred to collectively herein as rlle '"At:!mneys General" or 
individually as '•Attorney General." Such designalions, however, as they pertain to Conn.:cticut, shall refer to the 
Connecticm Commissioner of Consumer Protection. 



J. "Consumer Protection Statutes .. shall mean the unfair and deceptive trade 

practict~s acts listed in Attachment B. 

4. '·Effective Date" shall be l\ovember 8, 2016. 

5. "Personal lnf()rmation" for purposes of this AVC. shall include: (i) th.e data 

dements in the definitions as set forth in i.he breach notification statutes listed in Attachment A; 

.an.d{.i) the <..ala c!cm ms in th · definitl m; as- 'l·-f< rth in the . '. nsume Protecti . and.Pel'SO:t ! 

Information Safeguards Statutes listed in Attachment B. in the absence of an applicable 

statutory definition, "Personal Information·· shall mean a.• individual's first na."Tie and last name 

or first initial and la'it name in combination with any one or more of the following data elements 

that relate to such individual: (a) Social Security number; (b) driYer's license nwnber; (c) state

issued idcntificatkm card number; or (d) financial account number, credit or debit card number, 

in combination v.ith any required security code, access code or password that would permit 

access to an individual's financial account. 

6. "Personal Information Safeguards Statutes" shall mean the personal information 

protection acts or regulations listed in Attachment B, as amended. from time to time. 

BACKGROUND 

7. On September !7, 2013, Adobe received an alert that one of its application 

server's hard drive was nearing capacity. In responding to the alert, Adobe learned that an 

unauthorized attempt was bdng made to decrypt encrypted customer payment card numbers 

maintained C!~ th~ subject applicatio11 server. Adobe ended the decryption process, 

disconn('.£~1e.zl the subject application l<t~rver from the network, and began an investigation. 

8. Adobe's subsequent investigation into the attack revealed that one or more 

unauthorized parties (the ·'atta~;ker") had compromised a public-facing web server and used this 



web server to access other servers on Adobe's network. The attacker ultimately stole data from 

Adobe's network. 

9. Spedfically, as a result of the attack, the attacker was able to steal the foliovving 

types of information relating to certain Adobe customers: (a) namt:s; (b) addresses and 

telephone numbers: (c) usemrunes (Adobe IDs); (d) e-mail addresses; (e) encrypted passwords 

ac;sociated with Adobe IDs (a limited number of unencrypted passwords may have been stolen 

as \Veil); (f) plain text pac;sword hints; and (g) encrypted payment card numbers and payment 

card expiration dates. 

ATTOR.~EYS GENER.<\.L'S POSITION 

10 As set forth above, the attacker was able to galo access to Personallnfonnation 

after gaining access to a public-facing Adob(• server. 

11. It is the Attorneys General's position that Adobe did not employ reasonable 

security measw-es to protect its systems and Personal 1nfom1ation on them from an attack that 

originated at the public-facing server. ln the Attorneys General's vie\v, the risk of unauthorized 

access through the public-facing server was reasonably foreseeable. 

12. Further. as set forth above, the attacker was able to exfiltrate Personal Information 

from Adobe's seJ:ver, \Vithout immediate detection by Adobe. 

13. It is the Attorneys Geneml's position that Adobe did not employ reasonable 

measures to promptly detect and respond to unauthorized activity within its system and may not 

have had reasonable measures in place to prevent the unauthorized exfiltrdtion of Personal 

Information from its system. 

14. ft is also the Attorneys General's position that Adobe's conduct, as described 

above. was in contravention of Adobe's representations to consumers that it wouJd take 

reasonable steps to protect Persona] Imorma!ion. 



15. It is also the Attorneys General's position that Adobe's conduct, as described 

above, was in violation of the Consumer Protection Statutes and Personallnfonnation 

Safeguards Statutes. 

ADOBE'S RESPONSE TO ATTORNEYS GENERAL'S POSITION 

16. Adobe denies the Attomeys General's assenions as set forth in paragraphs 11 

thr tgl I ~ aberw. 

17. Adobe ' s investigation tound no evidence that decrypted payment card nu.rnbers 

were ever ex filtrated from its systems. 

t 8. Adobe has reported to the Attorneys General that it has taken various remedial 

steps in response to tl1e breach, including, but not limited to: 

(a) enforcing two-tactor authentication on affected servers: 

(b) removing encrypted customer passwords from the affected servers; 

(c) moving microsires to commercially available services that do not have access to 

Adobe's Corporate network and decommissioning the affected server that 

previously hosted the rnicrosites; 

(d) setting up additional monitoring alerts; 

(e) implementing additional netv.·ork sensors; 

(t) implementing certain network blocks for indicators of t.:omprumise; 

(g) resetting all administrali ve passwords in the affected environments; 

(h) 1mplcrnenting nct~~~ork access controlljsts to restrict a.cc.....~s tn certain servers: 

(i) increusiug monitoring on scr,;ers containing and pro(·.essing cusrom,~r ll.C(:oum 

infOrmation; and 



(j) implementing tokenjzation i~1r all payment card numbers processed using the 

Adobe.com merchant tD. 

19. In addition., Adobe has reset all passwords fur customers th..<tt had their Adobe IDs 

and pa.<>swords exfiltrated. 

ASSURA~CES 

20. Adobe s.hall comply with the Consumer Protection and Persoml Information 

Safeguards Statutes listed on Attacluncnt B in connection with its collection, maintenance and 

safeguarding of consumers' Personal Information, and maintain reasonable security poiicies and 

procedures designed to protect Personallnformation. 

21. Adobe shall not make any representations that have the capacity, tendency or 

effect of deceiving or misleading consu.·ners in connection with the safef,rua.rding of Personal 

Information. 

22. Adobe shall: (a) timely notify residents of each Attorney General's state of any 

future breach of security involving the unauthorized access to or acquisition of Personal 

Inforrnation to the ex'tent required by the breach notification laws listed in Attachment A; and 

(b) timely notify each Attorney General's Office of any ~ure breach of security involving the 

unauthorized access to or acquisition of Personal Inforn1ation to the extent required by the 

breach notification laws listed in Attachment A. 

23. Adobe shall, at least twice annually, review its exi:."ting internal security policies 

and procedures regarding the safeguarding of Personal Information, and., where the review 

results in a determination by Adobe that it is necessary, promptly amend such policies and 

procedures to further protect the security of Personal Information. 

24. Adobe shall provide to the Office of the:: Cormecticut Attomey General an audit 

report prepared by an independent third party auditor during the four (4) month period 



precding the Effective Date regarding Adobe's security practices relating to Personal 

Inforr.1ation (the ''Audit Report"). Adobe shall provide the Ofiicc of lhe Coru:lccticm Attomey 

General with a copy of' the Audit Rtpurl 110 later than thitiy (30) days after its receipt of th~ 

Audit Report or thirty (30) days after the Effective Date, whichever is later, which the 

Connecticut Attomcy General may share wi&t tht: Attorneys General pursuant to paragraph 41. 

IL:the Audit RC'pnrt i t'nri fif's ~ny cit- ciencic: r c.ontain · a,i)y_ 11!~on:nn npar.i.on(&. (~r __ 

conection, Adobe shall indude with the copy of the Audi1 Report a plan and time frame for 

corrective action, which time frame a..'1d plan shall take into account the severity of the 

deficiencies idt::ntified by or recommendations contained in the Audit Report and the severity of 

the deficiencies or recommendation as reasonably detennined by Adobe in the context of its 

overall network and its ongoing business and network operations, anc. the scope of the resources 

requirl.!d to address lhe issue. The identification of any det1ciencies or recommendations for 

con-ection i.n the Audit Report shall not constitute a violation of this Assurance unless Adobe 

fails to take corrective a<;tion within a reasonable time frame estubli::;hed by Adobe pursuant to 

this paragraph. 

25. Adobe shall properly and effectively segregate payment card information from 

access by public-facing servers. 

26. Adobe shall employ tokeni:~..arion for all Adobc.com merchant lD payment card 

numbers processed using the Adobe. com merchant ID. 

17 Ado he !'<hall perfonn ongoing risk a . .;;sessments of its security practices. 

28. Adob..: shall perform ongoing p~n~tnttion testing. 

29. Adobe shall maintain a process that will create an alert if its extiltration reporting 

sources are not operating noiD'..ally. 



30. Adobe shall, at least annually, train relevant employees regarding its security 

policies. The training required under this paragraph and any policies or materials created in 

connection therewith shall be regularly reviewed a.'1d updated in combination with ihe 

require-ments of paragraphs 23 through 29. 

31. Adobe shall provide the Attorneys Gt:neral with a certification of its compliance 

with paragraphs 23 through 30 after the Effective Dale of this Assurance. The certification shall 

describe the policies or practices implemented, or that remain in place, establishing Adobe's 

compliance with the requirements contained in paragraphs 23 through 30. The Audit Report 

that Adobe shaH provide pursuant to paragrdph 24 of this Assurance, as well t>.S the conditions 

described in parae,'Taph 24 pertaining to such Audit Report. may consiitute the certification of 

compliance and the obligations of compliance for purposes of this pamgraph if it describes 

Adobe's policies or practices that comply with the requirements coniained in paragraphs 23 

through 30. 

PA Y.MENT TO THE STATES 

32. Adobe shall pay a total of $1,000,000.00 (One Million Dollars) to the Attorneys 

General. Said payment shall be divided and paid by Adobe directly to each of the Attorneys 

General in an an1ount to be designated by the Attorneys General and communicated to Adobe 

by the Connecticut Attorney General. Each of 1he Attorneys General agrees that the 

Connecticut. Attorney General has the authority to designate such arnotmt to be paid by Adobe 

to each Attorney General and to provide Adobe with instructions for ihe payments to be 

distributed under this paragraph. Payment shall be made no later than thiny (30) days after the 

Effective Date and receipt of such payment instructions by Adobe from the Connecticm 

Attorney General, except that where state law rc~uires judicial or other approval of the 



Assurance, payment !'hall be made no later than thirty (30) days after notice from the relev<!nt 

Attorney Genera! thai such final approval for the Assurance has been secured. 

33. Said payment shall be used by the Attorneys General for such purposes rhat may 

include, but are not limited to attorneys' lees and ot..~er costs of investigation, or to be placed in, 

or applied to, 1:he consumer proteciion law entorcement fund, including future consumer 

revolving fund, used to defray the costs of the inquiry leading hereto, or for other uses permitted 

by state law, althe sole discretion of the Aitorneys General. 

RELEASE 

34. Following full payment of the amounts due under this Assurance, the Attorneys 

General shall fully and completely release ~1d uischarge Adobe from all civjl claims !hat 

Attorneys General could have brought under rhe Consumer Protection an.d Personal Information 

Safeguards Statutes based on Adobe ' s conduct set forth in paragraphs 7 through 15. Nothing 

contained in this paragraph shall be construed to limit the ability of the Attorneys General ro 

enforce the obligations that Adobe a...'1d its officers, agents, servants and employees acting on 

their behalf, have under this Assurance. Further, nothing in this Assurance shall be constmed to 

create, waive or limit any private right of action. 

35. Notwithstanding any term of this Assurance, any and aJl of the follov..~ng forms of 

liability are specifically reserved and excluded from the release in paragraph 34 as to any entity 

or person, including the ResponJents: 

(a) Any crimi11al liability that any person or cmity, including Adobe, has 01 may have 

to the S\ates. 

(b) Any ~ivil or administrative liability that any person or entity, including Adobe, 

have or may have to the Stat~s under any statu!<.:, regulation or rule not expressly 



covered by the release in paragraph 34 above, including but not limited to, any 

and all of the following claims: (i) State or federal antitn1st violations: (ii) State or 

federal securities violations; (iii) State insurance law violations; or (iv) State or 

federal tax claims. 

POTENTIAL CONSEQLTE~CES O:F NONCOMPLIANCE 

36. Adobe represents that it has fully read and understood this Assurance and 

understands the iegal consequences involved in signing this Assurance. Adobe expressly 

understands that any violation of this Assurance may result in any signatory Attorney General 

seeking all available relief to enforce this Assurance, including an injunction, civil penalties, 

court and investigative costs, attorneys' fees, restitution, and any other mechanism provided by 

the laws of the state or authorized by a court. 

GENERAL PROVlSIONS 

37. Any failure of the Attorneys General to exercise any of their rights under this 

Assurance shall not eonstitute a waiver of their rights hereunder. 

38. Mike Dillon, as General Counsel of Adobe, hereby states that he is authorized to 

enter into an.d execute this Assurance of Voluntruy Compliance. Adobe is and has been 

represented by legal counsel and has been advised by its legal counsel of the meaning and eftect 

of this Assurance. 

39. This Assurance shall bind Adobe hereto and its agents., employees, succes..<;Ors, 

and assigns. 

40. Adobe shall deliver a copy of this Assurance to, or othe!'Vise fi.Jlly apprise, its 

executive management having decision-making authority with respect to the subject nl.atter of 

this Assurance v.ithin thirty (30) days of the Effective Date. 



-H. Adobe a~serts th:u the Aud:l Report contains <.:onfidcntiai commercial 

information, coniidential financial infom1ation ru1d/or trade secrets. and the Attorneys General 

who receive the Audit Report, whether trmn Adobe or another Attorney Gtneral, sballth;;:refore. 

to the extent pennittcd under the iaws oftl1e States, treat the Audit Report as confidential and as 

exempt from disclosure w1der the re~evanl public records Jaws. 

4-. The s~nle1. ent.ne otiationsr.c ultlng in thL As. utanc· . ha.ve b ~c~n unckrtakcn hy 

Adobe and the Attorneys General in good faith and for settlement purposes only. and no 

evidence of negotiations or communications underlying this Assurance shall be offered or 

received in evidence in any action or proceeding for any purpose. 

43. To the extent this Assurance is filed in any Coun, Adobe \Yaives notice and 

service of process for the filing, and such Court retains jurisdiction over this Assurance and the 

parties hereto for the purpose of enforcing and modifying this Assurance and for the purpose of 

grru1ting such additional relief as may be necessary and appropriate. No modification of the 

terms of this Assurance shall be valid or binding lmiess made in writing. signed by the parties, 

and approved by any Court in which the Assurance is filed, and then only to the extent 

specifically set forth tn such a Court's Order. The Panics may agree in \Vriting, through counsel, 

to an extension of any time period in this Assurance without a court order. 

44. To the t<xtent this Assurance must b~ approved by nny Court, Adobe does not 

object to the Attorney General's ex parte submission and presentation of this Assurru1ce to the 

Court. docs r10t object to tht: Court's upprOvti! of thi:,; Ass•.tmnc~ . Clnd does not ohject to the entry 

of this Assurance by tht' ckri< 01 the Conn if emry is requireci. 

45. Adobe agrees to execute and deliver all authorizations, d.ocumt:nts und 

instrumentS which are necessary to cun-y out the tern1s and conditions of this Assurance. 



46. Nothing in this :\ssurancc shall be construed as relieving Adobe of its obligation 

!\) comply v.ith all state and federal lnws, regulations or rules, or as granting permission to 

engage in any acts or practices pn.)hibited by such law, regulation or !'ule. 

4" . I. This Assurance does nor. constiiute an approval by the Attorneys General of any 

of t\dobe'::; pas\. prest·nt or future business acts and practices. 

-+8. This Assurance sets forth ail of thl' promises, covenants. agreements, conditions 

and understandings between tiu: Pariies, und supersede:- all prior and comemporaneous 

agreements, understandings, inducements ur conditi0ns. expressed or implied, except for rhose 

relating to the confidentiality of documcms and infonnarion provided by Adobe to the Attorneys 

Generel in connection with their investigation of tl1is matter. There are no representations. 

ar>angemcms, or understandings, oral or wrinen, between the Partks relating to the subject 

rnatter of this As~urance that are not fully expressed herein or attached hereto. Each patty 

specifically warrants that this Assurance is executed without rdia.tlce upon an:r statement or 

representation by any other party hereto, exeept as expressly stated her~in. 

49. lf any portion of this Assurance is held invalid by operation oflaw, the remaining 

terms of 1his Assurance shall not be affected and shall remain in full force and effect. 

50. Nothing in this Assurance shall be construed to \va.ive. limit, or expand any claim 

of sovereign immunity the Atlorn.:ys Genera! may have in any action or proceeding. 

51 . Thi~ Assurance may be enforced un!y by the Parties hereto. Nothing in this 

Assurance shall provide any rights or pennit any person or entity not a pany hereto 10 enforce 

any provision of this A.ssurance. No person, entity or official not a sigr4'1tory hereto is a third-

parly benef1ciary of this Assura11ce. Nothing in this :\ssurance shail be construed to affect, limiL 

alter or assist any private right of action that a consumer may hold again~ Adobe, nor shdl 



anything i11 this Assuranct: confer upon any consumer standing to pur,;ue any private right of 

action against Adobe. 

52. The obligations and provisions of this Assw·a.nce set f01th in paragraphs 23, 25, 

26 and 30 shall expire at the conclusion of the five (5) year period after the Effective Date of this 

,\ssurance, unless they have expi red at an earlier date pW'suant to their specific tenns. Provided, 

--'--- .!.10""' r . . d1at n0..t.hing. !n.thisparagraphsho 1ltl .be .c nstrued or applied to ~x ~~s~.AQQbe frQJJ.l jt$_ 

obligation to comply with a1! applicable state and federal laws. regulation..-;, and rules. 

53. This Assurance may be executed in counterparts and by different signaLories on 

separate counterparts, each of which shall constitute an original coWlterpart hereof and all of 

which together shaJl constitute one and the ::>arne document. One or more counterparts may be 

delivered by facsimile or electronic u-ansmissiun or a copy thereof with the intent that it or they 

shall constitute a:n original counterpart hereoL 

WHEREFORE. the following signatures are affixed hereto: 



ADOBE SYSTEMS, INC. 

MIKE DILLON 
General Counsel 

General Counsel 
Adobe SysiL"lns, Inc. 
345 Park Ave 
Sail Jose, CA 95110 
(408) 536-6934 



STATE OF CONNECTICUT, 

By: &c:: 
George JepV;n 
Attorney General . 

STATE OF CONNECT£ CUT 
DEPARTMENT OF CONSUMER PROTECITON 

By: 

Date: 

Date: }l ) J h L 
-----L-~/1--"'-t,----



IN THE MATIER OF ADOBE 
SYSTEMS INC. 
Assurance of Voluntary Compliance 

LESLIE RUTLEDGE 
Attorney General 

By: 

Date: 

Pegg J. . son 
Assistant Attorney General 
Office of the Arkansas Attorney General 
323 Center Street, Suite 500 
Little Rock, Arkansas 72201 
Phone: (SOl) 682-8062 
Email: peggy.lohnson@arkansasag;gov 

11-1- l(u 



PEOPLE OF THE STATE OF IlliNOIS 

By: USA MADIGAN 

ATTORNEY GENERAL OF IlLINOIS 

By: .f~rl,J w . }£~?.;,.,· 
--~--- Matt -ew W. Van HTse,~tTPPTlJs · 

By: 

By: 

Assistant Attorney General 

Consumer Privacy Counsel 
Consumer Fraud Bureau 

Yang1u A>-Kim 
Assistant Attorney General 

Consumer Fraud Bureau 

'i'l~~dJ-l)A"' a . 1?ucA:ilr~h_ 
v 

Elizabeth A. Blackston 
Assistant Attorney General 
Bureau Chief 
Consumer Fraud Bureau, Southern Region 

LISA MADIGAN 

Illinois Attorney General 

MATTHEW W. VAN HISE 

YANGSU A. KIM 

ELIZABETH A. BLACKSTON 

Assistant Attorneys General 
Consumer Fraud Bureau 
500 South Second Street 
Springfield, Illinois 62706 



STATE OF INDIANA 

GREGORY ZOELLER 

Att~ 
By:_~-· 

Ernani Magalhaes 
Deputy Attorney General 
302 West Washington Street 
Indianapolis, IN 46204 

Date: 



lN TI JE MAllER OF ADOBE SYSTEMS lNC. 

ASSIJRANCE OF VOLUJ\1ARY COMl'LfANCE 

ANDY BESHEAR 
KENTUCKY A 1T0Rt"JEY GENERAJ. 

Assistant Attorney General 
Oftice of the Kentucky Attomey General 
Offi<--e ofCon:rumer Protection 
l 024 Capital Center Drive, # 200 
Frankfort, Kentucky 40601 
Phone: (502) 6%-5300 
Fax: (502) 573-831 7 
kev.in. winstead@ky,gov 

Date: II- 7 -t 



STATE OF MASSACHUSE1TS 

MAtJRAHEALEY 
Att-orney General 

B ~~,-C-~.,-"_ 
~"c;b~------""--

Director of Data Privacy & Security 
Assistant Attorney General 
Consumer Protection Division 
One Ashburton Place 
Boston, MA 02108 
(617) 727-2200 



Agreed to this 81
" day ofNovember, 2016, by: 

BRIAN E. FROSH 
Attorney General of Maryland 

~~ 
-- - ic~ard -f TrUffiKa Jr. - -· ~-

Assistant Attorney General 
Maryland Office of the Attorney General 
200 St Paul Place Baltimore, MD 21202 
T: (410) 576-6957 F: (410) 576-6566 
rtmmka@oag.state.md.us 



STATE OF MINNESOTA 

LORI SWANSON 

Attorney G. enera.l /l /JJ 
B: ~~ y -·--·---...... , .. , ........... , ....... - ......... - ... ---.. •· 

David Cullen 
Assistant Attorney General 
445 Minnesota Street, Suite 1200 
St. Paul, MN 55101-2130 
(651) 757-1221 

Date: 



STATE OF MISSOURI 

Chris Koster /:J 
Attomey Gep /0 _./ ·-
By: t' /:. (-·"'J~~-~---:> 

Jo indbeutel 
Chi'efCounsel, Consumer Protection 
P.O. Box 899 
Jefferson City, Missouri 65109 

·---- --- 5-7~3.151 /1007~ 

Joseph.Bindbeutel@ago .mo.gov 

Date: ---------------------

---------



STATE OF MISSISSIPPI 

JIM H~l)D I! ~ 
Alton."@. · .. f'e'.1£ JJ/-l.l •. 
m~ . !;--~v~ 

By: ~ystallJt~ey s?loy( ' ·-- !:,_ 0 . 
fs'pecial Assistant Att~mey General 

Consumer Protection Division 
Office of the Attorney General 
Post Office Box 22947 
Jackson, Mississippi 39225 
601-359-4213 

I I 
Dat'" I!/~-

/ 



Dated: November 8, 2016 

NORTH CAROLINA 

Roy Cooper 
ATTORNEY GENERAL 

.~~ 
~ _Kimb.e.dcy .A. D:'Attuda_ ···~ 

Special Deputy Attomey General 
North Carolina Dept. of Justice 
Consumer Protection Division 
114 West Edenton Street 
Raleigh, NC 27603 

-9-



STATE OF OHIO 

MIKEDeWINE 
Attorney General 

By:1cvvY .tu-nA6J. 
Melissa Smith 
Senior Assistant Attorney General 
30 E. Broad Street, Floor 14 
Columbus, OH 43215 
(614) 466-6112 

By. ---- _.. ·~~ 
Michael Zicg U 
Principal Assistant Attorney General 
30 E. Broad Street, Floor 14 
Columbus, OH 43215 
(614) 466-1305 

Date: \\. ~. \k2 

Date: I \ · ~ · \ (.....:.:. 



1 In the matter of 

2 

3 

ADOBE SYSTEMS INC. 

/] 

4 - -;--Dated: November , 2016. 

5 

6 FU .EN F. ROSENBLUM 
·-······-···-.. -~, ... - .. ---··~· .. ·-······· ........... " ... ~~---.. ··-·---···---·~~· ·~-P.ttonleyGeneral.o.fOregon----·····-····-···----··---·--··--

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

~~Jl {hl7 -~ac 
Eva Novick, OSB #044294 
Assistant Attorney General 
Oregon Department of Justice 
1 00 Market Street 
Portland, OR 97201 
Phone: (971) 673-1880 
Fax: (971) 673-1884 
eva.h.novick@doj.state.or.us 
Appearance in Oregon only 

APPROVAL BY COURT 17 

18 

19 

APPROVED FOR FILING this -- · day of ______ _,. 2016. 

20 

21 

22 

23 

24 

25 

26 DM7725029 

Circuit Court Judge 

ASSURANCE OF VOLUNTARY COMPLIANCE 

DEPARTMENT OF JUSl'ICE 
l 00 Market Street 

Portland, OR 97201 
Phone: (971) 673-1880 /Fax: (97!) 673-18&4 



By: 

For the Petitionc,.: 

COMMONWEALTH OF PENNSYLVANIA 
BRUCE R. BEEMER 
ATTORNEY GENERAL 

~ f)J]i;-'------
Nicole R. DiT omo 
Deputy Attorney General 
PA Attorney l.D. No. 315325 
Bureau of Consumer Protection 
15ih Floor, Strawbeny Square 
Harrisburg, Pe1msylvania 17110 
Telephone: (717) 705-6559 
Facsimile: (717) 705-3795 . 
Email: nditomo®attomeygeneral.gov 

11 
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IN THE MATTER OF ADOBE SYSTEMS INC. 
ASSURANCE OF VOLUNTARY COMPLIANCE 

STATE OF VERMONT 

WILLIAlVf H. SORRELL 
A ITO. r ·· Y GENERAL 

Montpelier, Vermont, 05609 
(802) 828-3170 

Date: II (?IL.ctc, 



ATTACHMENT A 

r~ta;;-----

1 

Brcjt(~h Notification Statute 

L- ·-··-··----·- --+---- --------------------·--1 
Conn.::cticut 1 Breach of Security re Computerized Data Containing Persona! l Information, Conn. Gen. Stat.§ 36a-70lb 

--------r------- -------------- -·· -··- - -
! Arkansas 

fliinuis 

Indiana 

.Au-kansas Personal Information Protection Act, Ark. Code An .. 11 . §§ 4-
j ll 0-l 01 through 4-11 0-1 08 

Ininois Personal Information Protection Act, 815 Ill. Comp. Stat. 
530/ 1 et seq. 

I Disclosure of Security Breach-~c·;.-·;~~iana Code article 24-4.9 
I 

·-------+------ ----·---··--·---·-·----··-·--··---------1 
1 Kentucky 

I 
I Maryland 
l 

I Kentucky Revised Statute§ 365.732. 

I 
Maryland Personal information Protection Act, Md. Code Ann., 
Com. Law§§ 14-3501 through 14-3508 (2013 RepL VoL) 

- · ' 

Massachusetts __ _j Mass. Gen. Laws Ch. 93H 

Minnesota 

r.-w1-is-'s-is-'s-ip_p_i -----+-~-li_s_s._c_~o_d_e_.Ann_· __ ._§_7_5 __ -2_4_·_2_9 __ ~-------------------------~ 
, Missouri I Section 407 !500 RSMo i .. 

' ; 

I 
··- --·-·.-----~··-··· ·· ··----·.,....,_, 

North Carolina I ~~rt~ ~arolina I~e,~tit}' ~heft }'rore_ctio_n~ct, Pro~tion from 

I 
, secunt:y breache!:i, N.C. Gen. Stat. s 75 6::> 

Ohio Private disc1osure of security breach of computerized personal 
infonnation data. Ohio R.C. 1349.19 et seq. 

Oregon Oregon Consumer Identity Theft Protection Act, ORS 646A.600, et 
seq. ! 

t 
' . ... - -- ____ ..._ 

~---



State 

Pennsylvania 

Vermont 

Bre~ch Notification Statute _j 
Pennsylvania's Breach ofPersonallnfonnation Notification Act, 73 
P.S. § 2301, et seq. l 
l Vermont Security Breach Notice Act, 9-V.S.A. §§·-;~30-~435 ----

....... L •. - - -- ~ - ...... ·-- . ______ J 



State 

Connecticut 

ATTACH\-lENT B 

Consumer Protection Statute; Personal Informati~ 
Safeguards I 
Unfair Trade Pructices Act. Conn. Gen. Stat. §§ 42-11 Oa, ef seq.; 

j Safeg11arding of Pcrsonallnformation, Conn. Gen. Stat. § 42-471 

' ' 

---,...--------------------- --------· 
, Arkansas 

I
I Arkansas Personal Tniormation Protection Act, Ark. Code Ann. §§ I 

4- J 10-10 l through 4-110-108; Arkansas Deceptive Trade Practices , 
I Act, Ark. Code Ann. §§4-88-101 through 4-88-115 (2011 Repl. 

i----- - __ I Vol.) 

Hlinois -~Illinois Consumer Fraud and Deceptive Business Practices Act, 

r I Kentucky 

Maryland 

Massachusetts 

1 815 TIL Comp. State. 5050/1 et seq. 

jl Deceptive C~~~~r Sales Act , -ln-d-ia_n_a_C_,o_d_e_c_h_a_p_te_r_2_4_--5--0-_-5;

~i~closure of Security Breach Act. Indiana Code section 24-4.9-3-
->.:> 

1 Kt:!ntucky Consumer Protection Act. Kentucky Revised Statute§ 
1367.170. 

I 
Maryland Consumer Protection Act, Md. Code Ann., Com. Law I 
§§ 13-101 through 13-501 (2013 Rep!. Vol.); Maryland Pen.onal 

1
· 

Information Act, Md. Code Ann., Com. Law§§ 14-3501 through 
14-3508 (2013 Repl. VoL) I 

-Mass Gen. La~ cha;t~rs 93A, 9JH aud 931; Title 2Qi-of the ---l 
Code of Massachusetts Regulations, Section 17.00 et seq.; I 

!------ ! 
j Minnesota · Minnesota Deceptive Trade Practices Act, Minn. Stat. §§ 325D.43- ~I 
• .48; and Minnesota Prevention of Consumer Fraud Act, Mime. 
j Stat. §§ 325F.68-.69 and .70 I 

JMis~i~i-p_p_i------,~~-1-1s--s-.--C-o_d_c_S_'e~--t-io_n __ 7-5--2--4---l-e-ts_e_q-------------------------j 

1-------t,~----------'-----····-·-··---· .... 
Missouri ! Section407.1500.1, RSMO. 



State 

North Carolina 

.---
! Ohio 

Oregon 

----········--·······--····------------, 

-· ------------·-····-· ---· ----·---- ---- ············ ·················· ¥-·" 
I 

~onh Caro_li,na Unfair and Deceptive Trade Practices Act, N.C. j 
Gen. Stat. §§ 75-l.l, "seq. _ --~ 

Ohio's Consumer s~lks Practices Act. Ohio R.C. 1345.01 et seq. I 
-·· - -· !-

Oregon Un1av..i'ul Trade Practices Act, ORS 646.605 et seq., and 
Oregon Consumer Identity Theft Prote~tion Act. ORS 646A.600, 
et seq. 

~----------~ -
j Pennsy!vania's Unf~ir Trade Practices an~ ~onsurner Protection Pennsylvania 

Vermont 

I Law, 7_, ~>.S. ~ 2_(H~ l ,_ e~ seq.; P~nnsyl~~Ha s Br~ach ofJ>ersonal 
l.nformatwn Not1ficatJO<l Act, 7_, P.S. § k301, er seq. 

! Vc:rrnont Consumer Pr~tection Act, 9 V.S.A. §§ 2451-2461 
t 

_ _j_ __ ·--····-·-.. ·--.---·--··· 


