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ASSURANCE OF VOLUNTARY COMPLIANCE

This Assurance of Voluntary Compliance (“Assurance”) isv.e'n_'t‘é'r.e.d' mto thlsgifi day of
@\&_, 2022, by Dave Yost, Atfpmf;y General of the State of Ohio (“Attorney General”),
G4 Telecom, Inc. (“G4”) and Joseph L. Putegnat. .

WHEREAS, the Attorney General, having reasonable _causé to believe that G4 has
engaged in acts .‘-'an_d practices which violate the Consumer Sales Practices Act (“CSPA”), R.C.
1345.01 et seq. and the Telemarketing Sales Rule (“TSR”); 16 CER 310, and having authority to
investigate G4 pursuant to 15 U,s.'c:.iélbé(a), 47 tf;s.c"i 227(g) RC. 10987 and R.C: 1345.06,
and the common law of the State of Ohio, has conducted an investigation pursuant to the authority
granted him, and;

WHEREAS, the Attorney General may, pursuant to R.C. 109.87(0)(8)(b) and R.C.
1345.06(F), terminate an investigation upon the @c’eptanée of an Ass_yraﬁCe of Yolunta%y
Compliance, and; |

WHEREAS, G4 voluntarily enters into -this Assurance with the Attornéy General as it

intends and desires to comply with all aspects of co;ismnex law, including but not limited to, the
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provisions of the CSPA, its substantive rules under Chapter 109:4-3-01 et seq. of the Oh_io‘
Administrative Code (“Substantive Rules”), and the provisions of the Telephone Consﬁme”r
Protecti(_m Act (TCPA), 47 U.S.C. § 227, and the TSR, 16 CFR 310, et seq.

WHEREAS, in entering into ;chis Assurance, the mutual objective of the. parties is to
resolve, without l_i“;ig‘atic.i__'n,___ th@; Attpmgy General’s claims und;e;r_:, the ’I;SR? via the Teiemarkgting
and Consumer F raﬁ'd_ and iAbuse Preverition Act, for prelimi'n_gry; and permanent injunctive re‘li'_éf,
the potential claims for payment of damages and other peil_éltieé -_f,,(l)-r carrying a sin.g-l_e_ R_oboéall- in
violation of the TS_R,"'a:r‘ld r¢imbmsémént of the Attomey::gériérdl}’s costs and é_xpéns_es related to
the informal-inquiry.

WHEREAS, the entry into this Assurance by G4 Telecom, Inc. is not an admission of
liability or guilt with fé_quct to the particular -él_a_i_ims of any individual or class of consumers.or the
Attorney C}j_encralg | |

NOW THEREFORE, ; _in_’-;c;_(vngl‘s_idefati.o'n of the mutual promises and conditions set forth

herein, the parties hereto AGREE as follows:

. The “EffectiVe Date” shall mean the date indicated on the first page of this Assurance.
2. By accepting this written Assurance, the Atforhey General agreés to {erniﬂiﬂéte‘,-thc cuﬁeht

investigation of G4 and its business practices and actions occurring on or before the Effective Date
of this Assurance. . .

3. B}I' givi_ﬁg this Wfitt’éh Assufanéé_, G4 agrees to cdrﬂpi}; w1th all _tcr,'mév, c;f this Assurance
and to _c,o"nduc:t business 1n c__ompliance with all applicable Ohio laws, inclil_ding without 1imitatjbn,

the CSPA and its Substantive Rules, the TCPA and the TSR.



DEFINITIONS

For the purpose of this Assurance, the following definitions apply:

A. “Assurance”, “Attorney General”, “G4”, “CSPA”; “TCPA” and “TSR” are
defined as described above in the Preamble and Findings.
B. “Assisting and Facilitating” means providing substantial assistance or support,

“including, among other conduct, providing consulting services, Lead Generation, or
Telephony Services.
C. “Communication” means any .'_contact, whether formal or informal, between two
or more Persons, at any time or place, and under any circumstances whatsoever, whereby
information of any kind or naﬁire was transmitted, transferred, disclosed, exbhan‘ged, or
recorded. It includes, without limitation, any oral, written, and Electronically Stored
Information that is opened or unopened, active, or deleted. |
D. “:Cont‘ribut-ion” means any donation, gift of money, or any other payment,
consideration, or thing of value, including, wit,hout limitation, . personally identifiable
information or any other personal data.
E. - “Customer” means any Person for whom or for which G4, individually or through
any agents, employges,affiliates, subsidiaries, corporations, or other business formations,
provides or provided Telephony Services.
§ 3 “DNC Registry” means the National Do Not Call Registry maintained by the
Federal Trade Commission (“FTC”).
G.  “Electronically Stored Information” means, without limitation, computer or
electronic files stored on file servers, e-mail servers, work stations, desktops, hard drives,

solid-state drives, cloud storage, personal digital assistants, smartphones (e.g., Blackberrys,



iPhones, Droids), tablets (e.g., iPads) and other mobile electronic devices, or other
electronic social or industrial/business web-based media (e.g., Facebook®, Twitter®,
LinkedIn®, Skype®, WhatsApp®, etc.), records, data, reports, and queries derived from
or residing in applications and databases, computer printouts, contracts, cost sheets, data
compilations from which information can be obtained, derived; or can be translated through
detection devices or converted or translated into reasonably usable form, magnetic discs,
magnetic sirips, magnetic tape, recognition characters, microfiche, microfilm, optical
characters, punched cards, punched paper tapes, audio tapes or recordings, or video tapes
or recordipgs.

H. “Industry Traceback Group” means the Industry Traceback Group, a consortium
conducting private-led efforts to 4t‘-race back the origin of suspected unlawful Robocalls, or
any successor consortium registered with the Federal Communications Commission
(“FCC”) pursuant to Section 13 of the TRACED Act and 47 C.F.R. 64.1203.

I. ) “Lead Generation” means the assignment; creation, sourcing, sale, subscription,
leasing, renting, distribution, provisioning, purchase, reselling, wholesaling, or transfer of
any list or compilation of telephone numbers utilized or intended to be utilized for the
purpose of generating or initiating Outbound Telephone Calls and/or Telemarketing.

T. “Manually Dialed Call” means a telephone call that is dialed by an individual who
manually Select\s the telephone number to be called without the assistance of an automated
dialer or similar device and without the use of any prerecorded message.

K. “NANP?” means the North American Numberi_p_g Plan.

L. “Oﬁtbound T_élephone Call” means a telephone call initiated to:



I. Induce the purchase of goods or services;

2. Solicit a Contribution;
3. Advertise or offer a loan or extension of credit; or
4. . Obtain information, including, without limitation, through the arrangement

of a meeting, that may be used to induce the purchase of goods or services, solicit a
Contribution, or solicit a loan or extension o_f c_redit.-
M.  “Person” means any individual, group, orgamzatron, -nnincorporated as_sooiati.on:,j
llmlted or general partnershlp, corporauon sub31d1ary, afﬂhate or other legal entrty
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N. “Prlor Express Written Authorlzatlon” means prior to the or1g1nat1on
termmatlon routlng, or transnuss1on of any telephone call 1nclud1ng a Robocall, to any
Person the caller has rece1ved an express, wrrtten authorlzatlon from the call rec1p1ent
wher.e_b'y_ ft-hé call reciplent has .expr_essly,agree‘d to recelvesuch ftelephone calls in a ertten
Communication created by thatcall rec'i.p:ient.and ..directly _a'ddressed and sent to the »cal_ler;
for the avoidance of doubt, any: such authorinatiorr__;deriye‘d 'frqm- an internet search, from‘
- an online consent form from any form of Lead Generatlon or from any thlrd party is not
snfﬁ01ent to quallfy as'a Pr1or Express Wr1tten Authorlzatron under thls Order..
O : “Robocall(s)” means a telephone call that dellyers art1fi01al ot prerecorded voice
messages m whole or in part 1ncludmg, W1thout llmltatlon telephone calls uuhzmg
rsoundboard technology and rlngless Vo1cema11 messages whether actmg d1rectly or
through an intermediary.
P. “STIR/SHAKEN :Anthenticatlon Framework” means the Secure Te'lephone

Identity Revisited and Signature-based Handling of Asserted Information Using Tokens



standards. See 47 U.S.C. § 227b.
Q. “Telemarketing” means any plan, program, or campaign that is conducted to
generate or initiate Outbound Telephone Calls by use of a telephone or VoIP-related
technology and which involves a telephone call.
R. “Telephony Services” means wireline or wireless telecommunications services,
including; without limitation:

1. the dialing, origination, termination, routing, or\_tr.an'smiss.ion of any
telephone calls made over a public switched telephone network;

2. VoIP Services;

3. . electronic messaging services; -

4. ringless voicemail messages; or

5. any other common carriage, télecormnunicétion's,- or information services.
S. “_Traceback Request” r_neans‘ any request to determine the source of a Robocall

and/or the voice service providers that dialed, originated, tranismitted, or routed a Robocall,
_which request was made by:

.. A telécorhmunic:;ations c'arﬂét or \'/:o"i,é'e service provider; -

2.  The lﬁdustry Traceback Group;

3. A law enforcement agency; or

4, Any other industry organizati?n comprised of telecommunications carriers
ar;@/ofr voice serviceiproyiders that 1s_‘éek to icdmb‘a't and fgdpcé Unlawfil_l:Robéc_élls.
T. “Unassigned Number” means any caller ID number for which the administrator
of NANP has never opened: (1) the NPA area code for carrier number assignments or (2)

the NPA-NXX central office code for carrier numbet assignments.



U. “U.S. Point Of Entry” means the first downstream voice service provider

; allowing traffic onto the U.S: Public Switched Telephone Network that was originated
outside the U.S.
V. “VoIP” means Voice over Internet Protocol.
W.  “VoIP Services” means (1) one-way ot intercomre'cted VolP telephony services,
including, without lilrlitatr'on,f:the origination, termiriation, routing, or transmission of
telephone calls rnade, -over a public switched t_el_epho‘ne network and which requires VolP-
related technology and (2) the resale, assignment, licensing, or prov1s1on1ng of telephone
numbers, including, without limitation, telephone numbers associated with direct inward
dialing,

BACKGROUND AND STATEMENT OF FACTS

1. G4.isa Wyommg Corporatlon in the telecom industry with a pr1n01pal ofﬁce and mailing
address of 1621 Central Avenue .:Cheyenne' WY 82001. |
2. At all times relevant to th1s Assurance Joseph L. Putegnat Was the sole drrector
shareholder, owner and operatot of G4 Joseph L Putegnat 8 ma111ng address is 2658 Del Mar

Helghts Road #412 Del Mar, CA 92014

3 G4 and Joseph L. Putegnat are alter egos. kMr Putegnat owns, manages and controls all
31gn1ﬁcant operatrons of G4. For purposes of this Assurance “G4 ” refers to both G4 Telecom;
:Inc and Joseph L. Putegnat - ,

4. G4 is a “supplier” as ;thatﬂ term is defined in R.C. 1345.01(C) as it has been, at all times
relevant her_ein, :eng_a‘.ged in the btll_si:ne'ss .of e_ffeetin'g eonslj_rner, tranS'aetions hyi carrylng voice calls
through voice over i_nteifnet\ protocol to 1nd1v1duals in ‘the State of Ohio fon purposes that were

primarily personal, family or household within the meaning specified in R.C. 1345.01(A).



5. In 2020, the Attorney General, along with other state and federal law enforcement agencies,
began working with a trade assoéiation, USTelecom, on developing the ability to trace Robocalls
to their ultimate sources through a coalition of voice service providers (“VSPs) it leads, called the
Industry Traceback Group (“ITG”). fn December 2019, Congress enacted the Pallone-Thune
Telephone Robocall Abuse Criminal Enforcement ;clnd Deterrence Act (“the _TRACED Act”) to
combat the scourge of unlawful Robocalls. See, Pub. L. No. 116-105, § 13(d), 133 Stat. 3274
(2019). Following its enactment, the FCC designated the ITG as the official traceback consortium
charged with leading the telecommunications industry’s efforts to trace the origin of suspected
unlawful Robocalls through various telecommunications networks through tracebacks.

6. A traceback identifies each of the VSPs through which the call passed when it traveled
from the originating service provider (caller’s provider) to the terminating provider (call
recipient’s provider). \

7. Upon receipt of specific information from a law enforcement agency with a reasonable

basis to believe a Robocall was unlawful, the ITG will attempt to trace the unlawful Robocall to
its ultimate source by working backwards from the telephone call recipient’s VSP through the
chain of VSPs until they reach the ultimate source.

8. Each traceback identifies an unlawful Robocall that is part of a campaign, or a group of
calls with identical or near identical messaging as determined by the content and calling patterns.

9. The ITG writes in its Policies And Procedures that one campaign represents hundreds of
thousands or millions of calls.

10. ~ TheITG indicated that it traced unlawful Robocalls that were carried by G4 and terminated
in Ohio. These calls were traced to foreign sources and identified G4 as the point of entry into the

United States’ telecommunication networks. The ITG indicates that the suspected Robocalls that



ultimately terminated to a phone number with an Ohio area code were accepted by G4 onto its
network and then G4 passed that Robocall onto another United States (U.S.) VSP. This
information was voluntarily provided to the ITG by G4 as part of its ongoing cooperation with the
ITG. |

11. The ITG also traced unlawful Robocalls that were carried by G4 and originated from a
number with an Ohio area code: The ITG indicates that the suspected Robocalls that originated
from a phone number with an Ohio area code were accepted by G4 onto its network and then G4
passed that Robocall onto another U.S. VSP. This information was voluntarily provided to ITG by
G4 as part of its ongoing cooperation with the ITG.

12. Between June 2020 and March 2021, G4 atte_mia'ted 179,858,692 calls to numbers with
Ohio area codés ffom Virtual Telecom KFT/Mobi Telecom, LLC (one of G4 Telecom, Inc.’s many
Customers). A total of 63,286,549 of those calls were transferred to 9,159,189 unique numbers
with Ohio area codes that were listed on the DNC Registry-. ‘G4 Telecom, Inc. then passed thoSe
calls onto another U.S. VSP. Thus, in this time p.efigd, 35.19% of calls that G4 carried w1th
numbers with Ohio area codes from Virtual Telecom KFT/Mobi Telecom, LLC and passed on to
another U.S. VSP were listed on the DNC Registry. This information was voluntarily provided to
the Attorney General by G4 in response to a subpoena request.

13.  Between May 29, 2020 and March 12, 2021, G4 carried u_nlawful Robocall traffic from its
Customer Icon Global Services Limited that ultimately tefminated to a number with an Ohio area
code. G4 Telecom, Inc. then passed those calls onto another U.S. VSP. These Robocalls were part
of a suspected government imposter scam.

14. Between June 20, 2020 and March 12; 2021, G4 Telecom, Inc. ca’rrigd unlawful Robocall

traffic from its Customer Cherry Voice, Inc., that ultimately terminated to a number with an Ohjo



area code. G4 Telecom, Inc, then passed those calls onto another U.S. VSP. These Robocalls were
part of a suspected credit card interest rate reduction scheme.

15.  Between June 23, 2020 and March 12, 2021, G4 carried unlawful Robocall traffic from its
Customer Articul8 that ultimately terminated to a number with an Ohio area code. G4 Telecom,
Tne. then passed those calls onto another U.S. VSP. These Robocalls were part of a suspected
government imposter scam. |

16.  Between ngruary 2, 2021 and November 22, 2021, G4, was the U.S. Point Of Entry and
carried unlawful Robocall traffic from its Customer 6409024 Canada, Inc. that ultimately
terminated to a number with an Ohio area code. G4 Telecom, Inc. then passed those calls onto
another U.S. VSP. G4 and 6409024 Canada, Inc. did not enter into a written conttact for this
engagement and G4 accepted a prepayment for the service. These Robocalls were part of a
suspected government imposter scam.

17. Between June 14, 2021 and September 1, 2021, G4 was the U.S. Point of Entry and carried
unlawful Robocall traffic from its Customer Axistel that ultimately terminated to a number with
an Ohio area code. G4 Telecom, Inc. then passed those calls onto: another US VSP. G4 and
Axistel did not enter into a written contract for this engagement and G4 accepted a prepgymént for
the service. These Robocalls were part of a suspected government imposter scam.

18.  Between August 31,2021 and October 18,2021, G4 carried unlawful Robocall traffic from
its Customer PZ Telecom that ultimately terminated to a number with an Ohio area code. G4
Telecoin, Inc. thén passed those callé onto another U.S. VSP. G4 and PZ Telecom did not enter
into a written contract for this engagement and G4 accepted a prepayment for the service. These

Robocalls weré part of a suspected government imposter scam. |
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19.  The facts set forth above violate the TSR. The TSR prohibits any person from “providing
substantial assistance or support to any seller or telemarketer when that person knows or
consciously avoids knowing that the seller or telemarketer is engaged in any act or practice that
violates §§ 310.3(a), (c) or (d), or § 310.4 of this Rule.” 16V‘C.F.R. § 310.3 (b). Pursuant to the
Telemarketing and Consumer Fraud and Abuse Prevention Act, state attorneys general may bring
enforcement actions against violators of the TSR on behalf of their residents. 15 U.S.C. § 6103.
20. By accepting unlawful Robocalls onto its network and causing t_heylfn:to be sent, directly or
indirectly, to an Ohio resident, G4 Telecom, Inc. violated the TSR.

21. Upon learning of these violations by G4, the Attorney General initiated this investigation
into G4 Telecom, Inc.

22. G4 Telecom, Inc. responded to the Attorney General’s investigation inquiries promptly and
indicated that it is seekiné to comply with Ohio and federal law, mitigate Robocall traffic via
telephone and cooperate with the Attorney General.

COMPLIANCE PROVISIONS

23. As defined in Paragraph 3 of the Assurance, these compliance measures apply to G4
Telecom, Inc. and Joseph L. Putegnat doing business under the name G4 Telecom, Inc. or any
other name, the officers, agents, representatives, salespersons, emplo_yees;‘sucgessors, Or assigns,
and all persons acting in concert and participation with them, directly or i-ndir,ectly., through any
corporate device, partnership or association.

24, G4 and Joseph L. Putegnat, doing business under the name G4 Telecom, Inc. or any other
name, the officers, agents, representatives, salespersons, employees, successors, or assigns, and all

persons acting in concert and participation with them, di,rfeotly or indirectly, fhfough any eOrporAte
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device, partnership or association shall not engage or cause others to engage in assisting and
facilitating others engaging in violating the TSR, 16. C.F.R. Part 310.

25.  To the extent that G4 may have engaged in any alleged abusive, unfair or deceptive
business practices in the State of Ohio, including any violations of the TSR, G4 shall immediately
cease and desist any and all such practices and shall not engage in such practices going forward.
26. G4 Telecom, Inc. shall not provide any VoIP Business Services, including, but not limited
to, Telephony Services, acoe's.s to its telecommunications networks or the provision of telephone
numbers, to any new or prospective Customer without first engaging in a reasonable screening of
such Customer. For all Customers, such reasonable écreening must recur annually. Such
reasonable screening must include, but not be limited to, obtaining from each prospective or
current Customer the following information:

A. For Customers who describe their business as involving telemarketing or telephone
calls to solicit the purchase of goods or :services or charitable or political
contributions:

1. obtaining the prospective Customer’s:
i. - Subscription Account Number for accessing the DNC Registry; and
ii. documentation of its internal policy requiring that none of its
telephone calls be placed to persons registered on the DNC Registry,
unless the Customer can provide evidence of an express written
agreement the Customer obtained from the person to be called; and
2. determining whether the Customer uses prerecorded messages. For any

such Customer that uses prerecorded messages, G4 Telecom, Inc. must ask
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the Customer for evidence of express written agreement the Customer
obtained from each person called.
B. For Customers who describe‘, their business as involving VolIP Business
Services, obtaining the prospective Customer’s:
1. Unrv'_ersal Service Fund registration number;
2. Federal Communications Commission (“FCC”) Registration Number; and
3. lja‘te"st__Ij'CC Forrrl 499 ﬁlipg»,‘;proyided; however, if the Customer is foreign
or has foreign ownership, then:the latest FCC Form 214 ﬁiing, the contents
.of which G4 "..'lfeleco'm; In01s authorized to rely upon,. "

C. The name of the pri_ncipal(S) and controlling petrson(s) of the entity, and

pe_r_sori(S)' with'a majority ownership interest in the entity; ; .
D. . The name_ .of_ the entity’s employee responsible for compliance with the state

and federal laws govermng telemarketlng, telephone calls to sohclt the purchase of
goods or servrces or charxtable or pohtlca] contrrbutrons and the use of prerecorded
messages and automated d1a11ng and the Customer ] comphance efforts or pohc1es
for suchr la\us, | :;r vy _»'l ';".'—) SR ‘ |

B A hst_ of all busmess andtrade ;narr’les, fictitious .jparnes; DBAs and internet
websites under or through wh'ich the -éuﬁom_er has transacted business;

E. Each physical address at which t_hie Customer has conducted business in the
past ﬁve years or will oorlduet the pusrness(eS) throughout the duration of the time .

G4 is providing services to the Customer;
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G. The billing address and email address associated with the Customer’s means
and source of payment for G4’s services, as well as the name of the person or entity

paying for G4 Telecom, Inc.’s services;

H. The primary contact telephone number and email used by the Customer;
L The Customer’s federal taxpayer ID number;
J. The Customer’s state or county of incorporation;

K. The names of trade and bank references;
L. ‘Whether G4 Telecom, Inc. has received subpoenés, civil investigative
demands, or other inquiries from a law enforcement agency, and internal or other
VSP complaints or inquiries about the Customer;
M.  Whether G4 or the ITG has ever identified the Customer through tracebacks
initiated by the ITG or law enforcement agencies and determined that it is
1. the originating source of such calls;
2. the VSP providing VoIP Business Services that originated the call; or
3. the VSP providing: VoIP Business services' that accepted the call onto its
network from a foreign VSP and then passed the Robo_call onto another US
VSP. To the extent the ITG has identified a Customer of G4 through a
traceback and made a determination as set forth herein, such information
must have been shared with, been dccessible to or otherwise communicated
to G4,
N. Whether the Customer (including the principal(s), controlling person(s) of
the entity, and any person with a_miaj ority ownership interest in the entity) has ever

had an adverse judgment against them arising out of a civil lawsuit relating to the
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use of telecommunications networks, including, without limitation, anything
related to VoIP Business Services or Robocalls, or been the subject of any law
enforcement action by any local, state or federal agency and such lawsuit or action
is publicly accessible through the reasonable efforts of G4 Telecom, Iric.;

0. Whether the Customer, if such a Customer is a VSP, has received a warning,
notice or other correspondence from a federal or state agency warning of any
repercussions for continued violations relateél to VoIP Business Services and/or
Robocalls; and

P. Whether the Customer, if such Customer is a VSP, has implemented the
STIR/SHAKEN Authentication Framework or has.a documented and approved (by

its requisite corporate authority) plan to implement the STIR/SHAKEN

Authentication Framework.

27.  Taking reasonable steps to review and assess the accuracy of the information provided

pursuant to Paragraph 26 of this Assurance, including but not limited to:

A. reviewing the internet websites hosted or maintained by the Customer;

B.

reviewing public databases hosted by state governments that contain information about

the incorporation of business entities;

. reviewing the FCC’s website that publishes Universal Service Fund registration

numbers, and reviewing any forms filed with the FCC pursuant to Paragraph 26(B) of
this Assurance;
searching the FTC’s - website to determine if the Customer or its control persens have

been the subject of FTC enforcement action;
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E. reviewing all subpoenas, civil investigative demands, other inquiries from a law
enforcement agency, and internal complaints or inquiries about the Customer and its
controlling persons that are publicly accessible through the reasonable efforts of G4;

F. performing reasonable internet searches about the Customer and its controlling
persons; ‘

G. matching the address provided pursuant to Paragraphs 26(F) and (G) of this Assurance;

H. closely reviewing express writlen agreements provided authorizing telephone calls
utilizing prerecorded messages;

I. reviewing fhe Customer’s compliance efforts pursuant to subsection Paragraph 26(D)
of this Assurance;

J. applying stricter scrutiny when reviewing foreign Customers;

K. monitoring public: notices: and othér co,rr‘espondences madq publicly available by
federal agencies regarding VSPs allegedly in violation of Ifeder.al law regarding
Robocalls; and

L. monitoring any database or portage to which The ITG grants G4 access to in regards to
t_ra"Cebac_ks_:; of RoBoc,all__'s.

28. G4 further agrees to terminate a current Customer, or refrain from entering into .any
business relationship with a prospective Customer, if a review under this Assurance reveals that:

A. The Customer is engaging in telemarketing or telephone calls to solicit the purchase

of goods or services or charitable or political c‘:ontr‘ibutions without (1) a Subscription

Account Number for aceessiug (he DNC Registry and (2) dosuwmented internal policies

requiring thatlnone of its telephone calls be placed to persons registered on the DNC

Registry;
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B. The Customer is engaging in telemarketing or telephone calls to solicit the purchase
of goods or services or charitable or political contributions while utilizing prerecorded
messages and does not provide eViderice of express written agreement the Customer
obtained froim each person called;

C. The Customer is offering VoIP Business Servicesf\;vithout-'a: current FCC Form 499
or 214 filing, as applicable and/or G4 . determines there are any irregularities or
contradictory information when teviewing the prospective Customer’s: (1) Universal
Service Fund registration number, (2) FCC Registration Number, and (3) latest FCC Form
499 or Form 214 filing, as applicable;

D. A erei"g_n cugtome; engéggs in tgl_emarkefing or telephone calls into the United
States to solicit the purchase of goods or ‘services or charitable or political cqntributiOnS
while utilizing prerecorded messages; :

E. The CI_;lIStOIIlICI‘.:‘Sit:‘E.lteS it ido'e'.s_-' noi have-a taxpayer ID nmnber; .

F. The Customer states that it does not have an employee responsible for compliance
with state and federal. laws and/or does not have comphanceefforts or policies for such
laws; i

G. The addresses ptovided pursuant to Paragraphs 26(F) and (G) of'this Assurance do
not match;

H. To G4’s knowl_edge, other than a traceback request, the Customer has been the
target of a subpoena, civil investigative demand, or other inquity from a law enforcement
agency;

I. The Customer describes its business as involving telemarketlng or tél‘éphone cé}lls

to solicit the purchase .of goods or .services or charitable or. political contributions and
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engages in and is the originating source of 5,000 or more telephone calls in one day
utilizing prerecorded messages and does not provide G4 with prior notice of such a
telephone call campaign and a copy of the prerecorded message utilized in the telephone
call campaign;

J. The Customer describes their business as involving VoIP Business Services or any
services related to a VSP, 15% or more of the telephone calls it terminates onto G4’s
network in one day last less than six seconds, and G4, upon reasonable inquiry, determines
that such calls represent unlawful Robocall activity;

K. To Gi’s:knowledge, the Customer (including the principal(s), controlling person(s)
of the entity, and any person(s) with a majority ownership interest in the entity) has had an
adverse judgment agains‘.cf_ it arising out of a *C:ivi-l laWsuit relating to the use of
teleco'MuniCation networks, including, withoﬁt limitation, anything related to VoIP
tius_iness Services or Robocalls; or been the subject of any law enforcement action by any
local, state, or federal agency as a result of its business practices, unless directed otherwise
by any such law enforcement agency and only for the period of time requested by such law
enforcement agency; | 0

L. If the Customer is a ‘VSP and it has not implemented the STIR/SHAKEN
Authentication Framework and does not have a documented and approved (by its requisite
corporate authority) plan to implement the STIR/SHAKEN Authentication Framework;
M. TI;e' Customer has provided false, inaccurate or misleading inmeation in response
to G4’s s'creen:ing process pursuant to Paragraph 26 of this Assurance; or

N. - The Customer fefus__es to provide any of fjchve informzit:ion. described in Paragraph

260f this Assurance.
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29. G4 shall also immediately terminate, or refrain from entering into, a business relationship
with a Customer if G4 becomes aware or obtains any information suggesting that the Customer is
engaging in conduct prohibited in this Assurance.

30.  If, following G4’s termination of a busines,s:relationship with a Customer pursuant to
Paragraph 28 of this Assurance above, G4 Telecom, Inc. may petition the Attorney General in
writing to resume a business relationship with the termin@fed T‘Cu’stovm»‘cr and the Attornéy General
may grant such petition, in its sole discretion, if and only if tﬁe terminated Customer enters into
and executes an Assurénc‘_e of Voluntary Compliance with the Attorney General on terms the
Attorney General deems satisfactory in its sole discretion. -

31. G4 agrees to provide the Attorney General with a Miﬁen report upon réqﬁést by the
Attorney General (with such ‘-.Fequest only to be made once per a twelve-month period) within
fourteen days summarizing the results of its requirements in this Assurance and to meet with the
Attorney Genéral .ir'i_'person, y_ia té_lephone_ or via électrd_nic teleconferencing technology, to discuss
its written repoﬁ if the Attorney General requests such a meeting.

COOPERATION

32. G4 and Joseph L. Putegnat shall fully cooperate with the _At,t'brpéy General in this case, in
any invcstiéatioh related to or associated with the trahsaétiéns or the ocCﬁfrencéS that are the
sub‘je_qt of this ivnvesfpvigation. G4 and Joseph L. Puteénat must proVidé truthful and éomplete
information, evidence (including any and all documents zi:rll‘dj other récof&é); and 12ésﬁm0nyl G4 and
Joseph L. Putegnat must appear for inter_views,ﬁ disqoyery; heari'ng_s; trlals an‘d any other
proceedings that the Attorney General may reasonably request ﬁpqn seven (7) days w;itten noticé,
or othelf:'rea'sonab_le no_tice, at such blaqgs and _t_imes _és the 'At’tofneinenérél may d)_esig‘riafev, wi_thbut 4

the service of'a subpoena.

19



33, Further, to assist the Attorney General with any investigation related to or associated with
the transactions or the occurrences that are the subject of this investigation, and with monitoring
of G4Telecom Inc’s compliance with th1s Assurance, G4Telecom Inc. and Joseph L. Putegnat
consent, for purposes of the Electromc Commumcatlons Privacy Act, to the dlsclosure by
electronic communications service _provi_ders and remote computing service providers of ‘the
contents of or Communications regarding:any auto-dialed, telemarketing or prerecorded telephone
calls or Communications with-Customiers regarding :serviCes_v_ provided by G4 and/or Joséph iip,
P>Utegn.‘at further agree to execute, w1th1n ﬁye (5) days of a request from the Attorney General, any
forms or other documentation evidencing: consent that may be required by 'svucvh' electronic
communications se_r\.'ziCe providers or remote computing service providers.

RECORD RETENTION

34, G4 further_"ag're_:es that the company retains all records currently in its possession, 1;no1ud'ing,
without limitation, contracts, call detail rooords, 'i‘nv'o'i_cé‘s_ and Communications. - Speoiﬁ'cally, for
any business of which ’Jo}s_eph L. Puto_gr_iat is & majority owner or controls directly. or indirectly,
including without lifﬁitation, G4 arid any subsidiaries or affiliates tﬁéréof, must create and retain
the following records:
A. Accounting records showing the revenues from all goods or services sold, including
Telephony Services;
B. ."Rec_ord's of aﬂ contracts, sef\_‘z.'}ioé ;a‘-‘gr_eomen‘vcé,' invoioos érid é_éies ééroerﬁeﬁts- _.with eéch_
Customer, cIiont-, supplier or vendor, including any Communications related thereto;
C. Personnel records showing, for each iridividual providiﬁg .'éowioes, ‘Whefher as an
employee or otherwise; that individual’s ‘name, address(es), telephone number(s), job

 title or position; dates of service, and (if applicable) reason for termination; '
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35,

36.

. Records of reviews of Customers, terminations of Customers, and denials of service to

prospective Customers, including documentation of the review process, procedures,

implementation, status and outcome;

. All formal written requests from law enforcement agencies, subpoenas, civil

investigative demands, search warrants, Traceback Requests and related records and
other complaints about unwanted, fraudulent or abusive Telemarketing or autodialed

telephone calls, and all responses thereto;

’

. All call detail records for any Customer engaged in Telemarketing and/or i’nit_iaiting- or

generating Robocalls and all such call detail records must be retained for at least two

(2) years; |

. Records of all provisioning and/or assigning of telephone numbers, including the dates

provisioned or assigned to G4 and/or its companies and the dates such party

provisioned or assigned to third parties; and

- All records necessary to demonstrdte full compliance with each provision of this

- Assurance, including all submissions to the Attorney General.

. GENERAL PROVISIONS

This AsSurahce shall be gové’rned by the -léws of the State of OHhio.

G4 and Joseph L. Putegnat uhders_tand and agree that this Assurance applies to any related

owners, agents, representatives, employees, independent contractors, successors and assigns, and

all persons acting in concert or participation with them, directly or indirectly, through any

corporate device, partnership, association, ot affiliation.
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37. This Assurance is entered into on behalf of G4 of its own free and véluntary act and
with full knowledge and understanding of the nature of the proceedings and the obligations and
duties imposed by this Assurance.
38. This Assurance does not constitute an approval b.y the Attorney General of any of G4’s
business practices, and G4 shall not represent directly or indirectly, or in any way whatsoever, thét
the Attorney General has sanctioned, condoned or approved any part or aspect of G4’s business
practices.
39. This Assurance sets forth the entire agreement between the Attorney General and G4
and supersedes any and all prior agreements or understandings, whether written or orr;d, between
the parties and/o; their respective counsel regarding the subject matter hereof. This Assurance
may be amended by written agréemenf, of the parties~, subject to any further requirements under
state law.
40. The Parties acknowledge that this Assurance constitutes a single and entire agreement
that is not severable or.divisible, except that if any provision herein is found to be legally
insufficient or unenforceable, thé remaining provisions shall continue in full force and effect.
41. This Aésuraﬁce shall in no way exehipt G4 fr_orh any other oblig”a'tion impbsed by law,
and nothing contained herein shall relieve G4 of any legal responsibility for any acts or practices
engaged in other than those specifically addressed by this Assurance.
42.  Nothing in this Assurance shall in any way preclude the Attorney General from
cornmenciﬁg any future investigative or ehfbrcement action(s) against G4 under any legal
authority granted to the Attorney General:

A. with respect to the transactions which are the subject of this enforcement action if

the terms of this Assurance are not fully met; or
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B. with respect to trans/actit)ns or occurrences which are not the subject of this
Assurance.
43.  This Assurance constitutes a public record and shall be placed in the Public Inspection File
pursuant to R.C. 1345.05(A)(3).

PAYMENT TO THE STATE

44,  As part of the consideration for the 'termi.natilon of this investigation, G4 shall, on or before
August 1, 2022, pay Twenty Thousand Dollars. ($20,000.00) to the Attorney General as
reimbursement for investigative and administrative costs associated Wi’th this matter. This payment
shall be placed in the Ohio Attorney General’s Consumer Pfotecti@n Enfércer_rient‘ Fund, for use
by the Attorney General as provided in R.C:'1345.51.
45, This payment shall be made by deiivermg a certified check or money order, made payable
to the “Ohib Attorney General’s Office” and containing ‘?Docket 599793 in the memo line, to:

Financial Spe,cj'alisf . |

Consumer Protection Section

30 E. Broad St., 14™ FI.

Columbus, OH 43215
46. G4 is hereby notified that if it Afaili's to timély make the payfnc;nt set forth in Paragraph 30
above that the uﬁpaid‘ amount may be -'r'ef_crredi to the Ohio Attbi’ney .i Géneral’s Coliecti‘dh
Enforcement: Section for collection. ShOﬁld th;él unpald améuh'tj be referred for (v:'(')llvécfion, the
Collections Enforcement Séction will assess .-ad(ji_tional ﬁ:ollcctip'n fees and interest; pursuant to

Ohio law, including, but not limited to R.C. 131.02, 109.08; and 109.081.

‘PENALTIES‘F OR FAILURE TO COMPLY
47.  The Attorney General may assert any claim thét G4 has violated this Aséurahcé in a
separate civil action to enforce the terms of this »A"ss_t;iancé agamst G4, or to seek any other relief

\
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afforded by law, including any and all remedies available to the Attorney General under R.C,
109.87 and R.C. 1345.07.
48. G4and] oseph L. Pu_tegnat acknowledge and agree that fhey will not, in any action filed by
the Attorney General after any violation of this Assurance by G4, raise any applicable timé’-related
or statute of limitation defense, either in law or equity, relating to activities in connection with the
current Attorney General investigation, except for any cause of action already barred as of the
Effective Date, which shall remain barred, unless otherwise preserved.
49.  Pursuant to R.C. 1345.06(F), this Assurance is not, and shall not be construed as, evidence
of any violation by G4 of the CSPA and its Substantive Rules, the TSR, or the TCPA. Evidence
of a violation of an Assurance of Voluntary Compliance, though, is prima-facie evidence of an act
or pragtice in violgtion of the CSPA? if prescntéd after the violation in an action brought undes the
CSPA.

WHEREFORE, the parties hereto affix their signatures in recognition and acceptance of the
terms contained herein and warrant and represent that by affixing their signatllres below_ they have

the legal right to do so.
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IGNATURES

Accepted:

DAVE YOST
OHIO ATTORNEY GENERAL

/./I

By /~

KEVIN R. WALSH (0073999)

Associate Assistant Attorney General
CHRISTOPHER J. BELMAREZ (0101433)
Assistant Attorney General

615 W. Superior Avenue, 11% Floor
Cleveland, OH44113

Phone: (216) 787-3447
Kevin.Walsh@ohioago.gov
ChristopherJ.Belmarez@ohioago.gov

Accepted:

SEPH L, PUTEGNAT/individually
“and as Principal of (44 Telecom, Inc.
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Date: June 29, 2022
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